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            This is the initial announcement for DEF CON V.
  Future announcements will evolve as more information and planning occurs.

IN SHORT:--------------------------------------------------------------------

        WHAT: Speakers and partying in Vegas for all hackers
        WHEN: July 11th - 13th
        WHERE: Las Vegas, Nevada @ the Aladdin Hotel and Casino
        COSTS: $30 in advance, $40 at the door
        MORE INFO: http://www.defcon.org or email info.at.defcon.dot.org

IN LONG:---------------------------------------------------------------------

It's time to brave Las Vegas again for DEF CON!  This is an initial
announcement and invitation to DEF CON V, a convention for the "underground"
elements of the computer culture.  We try to target the (Fill in your
favorite word here): Hackers, Phreaks, Hammies, Virii Coders, Programmers,
Crackers, Cyberpunk Wannabees, Civil Liberties Groups, CypherPunks, 
Futurists,
Artists, Criminally Insane, Hearing Impaired.  It seems that books about the
culture are becoming more popular, so of course reporters are also welcome.
You won't be hurt.  I promise.  Just bring cash for drinks.

So you heard about DEF CON IV, and want to hit part V?  You heard about the
parties, the info discussed, the bizarre atmosphere of Las Vegas and want to
check it out in person?  You want to do weird shit _away_ from the hotel
where you can't get me in trouble?  You have intimate knowledge of the SWIFT
network, and want to transfer millions of dollars to the Def Con account?
Then you're just the person to attend!

What DEF CON is known for is the open discussion of all ideas, the free 
environment to make new contacts and the lack of ego.  More people have made
great friends at DEF CON over the years than my brain can conceive of.  DEF
CON is also known for letting the "Suits" (Government / Corporate) mix with
everyone and get an idea of what the scene is all about.  The media makes an
appearance every year and we try to educate them as to what is really going
on.  Basically it has turned into the place to be if you are at all
interested in the computer underground.

[Note]-----------------------------------------------------------------------

Now last year over 800 people showed up and threw my whole program for a
loop.  I was thinking 500+ people, but when 800 showed up it got a little
crazy for the planning staff.  This year I am planning for 1,000.  This
way I will be able to accommodate everyone and have less logistical screw-
ups.

I would also like to apologize to everyone last year who had temporary
badges for half the convention, etc.  I will do all that is possible for 
maximum coolness, and minimum hassles.   Anyway, enough of my shit, on with
the details.

[End Note]-------------------------------------------------------------------

SPEAKERS:--------------------------------------------------------------------

Over the years DEF CON has had many notable speakers.  This year there will
be more of an emphasis on technical talks.  There will be a separate smaller
room for break-out sessions of more specific topics.  While the talks of the
past have been great, it always seems some tech people drop out and general
talks fill in.  I will load it tech heavy so when people do drop out there
will still be plenty of meat left for the propeller heads.

There will be some speaking on Friday evening before Hacker Jeopardy, all
day Saturday and Sunday.  About 20 people will speak, plus smaller tech 
sessions.  If you are interested in speaking or demonstrating something
please contact me.

Current speakers include:

[> Nhil - Windows NT (in)security.  The challenge response system, NT 5.0
   Kerb security services, man in the middle attacks on domain controllers.
   This will be a more technical discussion of NT related security.

[> Daemon 9 - Current unix attack and defense tricks from the editor of
   Phrack.  This will be a technical talk covering a wide range of unix
   related security problems.

[> Koresh - Hacking Novell Netware.

[> Yobie - Emerging infrastructures made possible by Java.  He will describe
   and talk about Java as the foundation for a global, object-oriented
   distributed network.  New concepts and computing paradigms will discussed
   as well as applications for both applications development or straight-out
   hacking.   

[> Mudge - System Administrator for L0pht Heavy Industries.  He will present
   a technical talk on something cool.


SCHEDULE:--------------------------------------------------------------------

FRIDAY:  Network Setup, Sign in, Informal PGP Keysigning at the "PGP table",
Lots of Partying.  Capture the Flag Contest Starts at 18:00

10:00 -      Doors open, sign in starts
10:00 -      Movies start in main conference room
16:00 -      Capture the Flag II starts

Breakout Tech Sessions:

19:00 -      Tech Talks starts in break out room

24:00 (Midnight) Hacker Jeopardy Starts.

SATURDAY: 

Speakers from 10:00 to 19:00

Breakout Tech Sessions:

24:00 (Midnight) Final rounds of Hacker Jeopardy.

SUNDAY:

Speakers from 10:00 to 16:00

Breakout Tech Sessions:

16:00          Awards for Capture the Flag
	       End of it all, cleanup, etc.  See you all next year!

EVENTS:----------------------------------------------------------------------

       HACKER JEOPARDY:
       
	THE TCP/IP DRINKING GAME:
	If you don't know the rules, you figure them out by trial and error!

       CAPTURE THE FLAG:
       The second year of capture the flag is back.  With the lessons learned
       from last year the contest should be more interesting and intense.
       Up to six machines will be connected running different operating
       systems.  The object is to control as many machines as possible at
       certain time periods.  You can form teams or go it lone star.  There
       will be valuable cash prizes and redeemable coupons for those who
       come in first and second, plus various runner up stuffs.  

       More specifics as time goes on.

       VIRTUAL WORLD:

       NET CONNECTION:
       This year we are pre-building many of the network boxes so the net
       can go up first thing Friday.  Depending on cost it will either be
       a T1 or ISDN.  More information as this part develops.

	5th ANNUAL SPOT THE FED CONTEST:
	[Same a last year]
       The ever popular paranoia builder.  Who IS that person next to you?

       "Like a paranoid version of pin the tail on the donkey, the
       favorite sport at this gathering of computer hackers and phone
       phreaks seems to be hunting down real and imagined telephone
       security and Federal and local law enforcement authorities who the
       attendees are certain are tracking their every move.. .. Of course,
       they may be right."
                                                       - John Markhoff, NYT

       Basically the contest goes like this:  If you see some shady MIB
       (Men in Black) earphone penny loafer sunglass wearing Clint Eastwood
       to live and die in LA type lurking about, point him out.  Just get
       my attention and claim out loud you think you have spotted a fed.
       The people around at the time will then (I bet) start to discuss the
       possibility of whether or not a real fed has been spotted.  Once
       enough people have decided that a fed has been spotted, and the
       Identified Fed (I.F.) has had a say, and informal vote takes place,
       and if enough people think it's a true fed, or fed wanna-be, or
       other nefarious style character, you win a "I spotted the fed!"
       shirt, and the I.F. gets an "I am the fed!" shirt.

       NOTE TO THE FEDS:  This is all in good fun, and if you survive
       unmolested and undetected, but would still secretly like an "I am
       the fed!" shirt to wear around the office or when booting in doors,
       please contact me when no one is looking and I will take your
       order(s).  Just think of all the looks of awe you'll generate at
       work wearing this shirt while you file away all the paperwork
       you'll have to produce over this convention.  I won't turn in any
       feds who contact me, they have to be spotted by others.


HOTELS:----------------------------------------------------------------------

[> Book your room NOW!!!  We have a block of rooms, but it is first come,
[> first served.  Rooms get released about one month before the convention.
[> Book by June 9th or risk it.  The room rates are quite cool this year.


       PRIMARY HOTEL: The Aladdin Hotel and Casino
	3667 Las Vegas Blvd. South, Las Vegas, Nevada
	Built in 1966 it is one of the oldest hotels in Las Vegas that
       hasn't been blown up to make room for newer ones.  It is quite nice
	and has Tennis courts, two swimming pools, Chinese, Vietnamese and
	Korean.  A Seafood and steakhouse, Joe's Diner and a 24 hour coffee
	shop too.  It's located next to the MGM Theme park on the strip.

       PHONE: 1-800-225-2632, reference the "DC Communications conference"
	for reservations.

       RATES: Single & Double rooms are $65 in the Garden section, $85 for
	the Tower.  Suites are $250 to $350.  All costs are plus 8% room tax.
	Rollaway beds are available for an additional $15 a night.


STUFF IN VEGAS:--------------------------------------------------------------

URLs

	Listings of other hotels in Las Vegas, their numbers, WWW pages, etc.
	http://www.intermind.net/im/hotel.html
	http://vegasdaily.com/HotelCasinos/HotelAndCasinos/CasinoList.html

VENDORS / SPONSORS / RESEARCH:-----------------------------------------------

	If you are interested in selling something (shirts, books, computers,
	whatever) and want to get a table contact me for costs.

	If you have some pet research and you want to have the participants
	fill out anonymous questioners please contact me for the best way
	to do this.

	If you want to sponsor any event or part of DEF CON V in return for
	favorable mentions and media manipulation please contact me.  For
	example in the past Secure Computing has sponsored a firewall
	hacking contest.

MORE INFO:-------------------------------------------------------------------

 [>     DEF CON Voice Bridge (801) 855-3326 
        This is a multi-line voice bbs, VMB and voice conference system.
        There are 5 or so conference areas, with up to eight people on each
        one.  Anyone can create a free VMB, and there are different voice
        bbs sections for separate topics.  This is a good neutral meeting
        place to hook up with others.

	The Voice bridge will be changing numbers soon, but the old number
	will refer you to the new location.  The new spot won't suffer from
	"Phantom" bridges!

 [>     MAILING LIST
        send emial to majordomo@merde.dis.org and in the body of the message 
	include the following on a separate line each.

             subscribe dc-announce
             subscribe dc-stuff

        dc-announce is used for convention updates and major announcements,
        dc-stuff is related to general conversation, planning rides and
	rooms, etc.

 [>     WWW Site http://www.defcon.org/
        Convention updates and archives from previous conventions are housed
        here.  Past speakers, topics, and stuff for sale.  Also a growing
        section of links to other places of interest and current events.

	[> Room and Ride Sharing Page:

	[> The Con Page:

	[> Who's Bringing What Page:

	[> The Las Vegas Radio Frequency Page:

 [>	The Third Annual California Car Caravan to DEF CON!

 [>     EMAIL dtangent.at.defcon.dot.org

        Send all email questions / comments to dtangent.at.defcon.dot.org.  It has
        been said that my email is monitored by various people.  If you want
        to say something private, please do so with my pgp key (At the 
	bottom of this announcement)  I usually respond to everything, if
	not I'm swamped or had a system problem.

 [>     SNAIL MAIL

        Send all written materials, pre-registrations, etc. to:
        DEF CON, 2709 E. Madison, Seattle WA, 98112
        If you are pre-registering for $30 please make payable to DEF CON
        and include a name to which you want the registration to apply.
        I don't respond to registrations unless you request.

DO YOU WANT TO HELP?---------------------------------------------------------

        Here is what you can do if you want to help out or participate in
        some way:

        Donate stuff for the continuous give-aways and the various contests.
        Got extra ancient stuff, or new cool stuff you don't use anymore?
        Donate it to a good cause!  One person was very happy over winning
        an osborne "portable" computer.

        ORGANIZE sharing a room or rides with other people in your area.
        Join the mailing list and let people know you have floor space or
        some extra seats in your car.  Hey, what's the worst that can
        happen besides a trashed hotel room or a car-jacking?

        CREATE questions for hacker jeopardy (you know how the game is
        played) and email them to winn@infowar.com.  No one helped out last
        year, so this year let's try.  Everything from "Famous narks" to
        "unix bugs" is fair game.

        BRING a machine with a 10bt interface card, and get on the local
        network, trade pgp signatures, etc.

FINAL CHECK LIST OF STUFF TO BRING:------------------------------------------



MY PGP KEY:------------------------------------------------------------------

- -----BEGIN PGP PUBLIC KEY BLOCK-----
Version: 2.6.1

mQCNAy6v5H8AAAEEAJ7xUzvdRFMtJW3CLRs2yXL0BC9dBiB6+hAPgBVqSWbHWVIT
/5A38LPA4zqeGnGpmZjGev6rPeFEGxDfoV68voLOonRPcea9d/ow0Aq2V5I0nUrl
LKU7gi3TgEXvhUmk04hjr8Wpr92cTEx4cIlvAeyGkoirb+cihstEqldGqClNAAUR
tCZUaGUgRGFyayBUYW5nZW50IDxkdGFuZ2VudEBkZWZjb24ub3JnPg==
=ngNC
- -----END PGP PUBLIC KEY BLOCK-----

-----BEGIN PGP SIGNATURE-----
Version: 2.6.2

iQCVAwUBMxu+kstEqldGqClNAQFX/AP/UVnx9lCTrxh/t2F5YYNXa1mjVceepZFV
Tfo1LtuSPY2awVsiNfwepEWD4dSHKCWvYK0wuX9BgLEibNdPoCxxBW9LuM1rwsw5
QotVeTH9l8DtgSKj/4PmH7dTeim8OgBCekiSQC9ZT26UjQNEzhqqPed1TvBWx4Qo
jUBq5U2/RNs=
=nRjA
-----END PGP SIGNATURE-----
</PRE>
